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Enabling Superior Patient Care  
Simplifying and accelerating clinicians’ access to patient data and applications leads to 
improved patient care. Imprivata optimizes clinicians’ logon process; Ivanti delivers a great user 
experience for clinicians from any device or any location within their facility—or at home. By 
combining fast, secure logon capabilities with an optimized end user experience, clinicians gain 
optimal performance from their applications and their desktop from anywhere so they have more 
time to spend with patients. 

 

Imprivata 
Imprivata knows that technology has the power to 
transform healthcare delivery for the better. The 
company focuses on removing the barriers that 
often make technology as much of a hindrance as it 
is a help for clinicians.  

Imprivata has a strong focus on the healthcare 
industry and its unique requirements; a broad 
portfolio of advanced, healthcare-specific solutions; 
and a long track record of successful healthcare 
implementations worldwide. These are among the 

attributes that position Imprivata as the recognized 
leader in healthcare IT security, and Imprivata 
OneSign® as the leading solution for authentication 
management, single sign-on, and virtual desktop 
access in the healthcare industry. 

Ivanti 
Ivanti® User Workspace Manager is designed to 
meet the needs of even the most demanding clinical 
environments. With Ivanti, applications and devices 
become portable and interchangeable, enabling 
clinicians to access their desktop and patient data 
using desktop PCs, laptops, tablets, smart phones, 
and virtual desktops anywhere at any time. Using 
Ivanti, clinicians always experience a consistent and 
personalized computing environment so they can 
focus on patient care, not their desktop or 
applications. In addition, Ivanti helps maintain 
Protected Health Information (PHI) security and 
compliance by tracking who is accessing what 
application and devices and when, with auditable 
logs. 
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Benefits of Using Ivanti and  
Imprivata OneSign: 
Faster logons and reconnect times: Imprivata 
enables No Click Access™ to desktops and 
applications with the tap of a badge or swipe of a 
fingerprint. Advanced authentication and Single 
Sign-On eliminates repetitive manual logons, 
enabling care providers to focus on patients, not 
technology. 

Ivanti optimizes the logon and reconnect processes 
by only executing what’s absolutely required for 
logon and by using parallel processing. For 
example, Ivanti will map drives and printers at 
application start rather than at logon, and will map 
multiple drives at the same time. With Imprivata and 
Ivanti, logon times can often be shortened to 10-15 
seconds, and session-reconnect times to just a  
few seconds. 

Streamlined workflows: Imprivata automates the 
process of launching and authenticating clinicians to 
their virtual desktops and clinical applications, and 
streamlines CPOE workflows. Ivanti implements 
policy on-demand (e.g. synchronizing applications 
and settings at process start, not just logon) and 
employs location-awareness capabilities to make 
sure the desktop presented at logon is appropriate 
for the user and environment. 

Virtual Desktop support: Imprivata and Ivanti work 
seamlessly with both virtual and physical desktops 
and applications, which means clinicians need not 
worry about how they access their applications and 
patient data. The desktop state is maintained across 
devices such as smartphones, tablets, laptops, and 
PCs. Support for non-persistent desktops also 
means significant storage  
savings for IT. 

Shared Workstation support: Imprivata OneSign 
user-specific logons enable fast switching between 
multiple concurrent Windows desktops. Ivanti 
ensures that the user gets a personalized, high-
performing desktop by enabling a high level of 
granularity for user settings and abstracting and 
saving those settings separately from the OS.  

BYOD: Clinicians expect to be able to use 
smartphones, tablets, and laptops within and 
outside of clinical facilities. Imprivata’s agentless 
technology with strong authentication on a variety of 
devices—coupled with Ivanti’s automatic device 
configuration based on that device e.g. font size, 
single vs double-click mouse actions, etc.—make 
BYOD workable for clinicians. 

Monitoring and Reporting: Imprivata records all 
local and remote network authentication and 
application access, while Ivanti can analyze user 
logon to identify bottlenecks. Ivanti tracks user 
activities and logs application-specific events for 
audit purposes, for example, allowing a user to 
install new software, recording why the software 
was loaded, and noting any change in admin rights. 
What’s more, Ivanti allows IT to set user privilege to 
lock down systems without compromising user 
productivity. 
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About Imprivata 
Imprivata, the healthcare IT security company, 
enables healthcare globally to access, 
communicate, and transact patient information, 
securely and conveniently. The Imprivata platform 
addresses critical compliance and security 
challenges while improving productivity and the 
patient experience. 
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