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lvanti Patch Management Portfolio

lvanti offers a range of patch management products to meet the

unique needs of every organization.

Cloud-Native Solutions

Ivanti Neurons for Patch Management

Prioritize and remediate the vulnerabilities that pose

the most danger to your organization with a cloud-
native, risk-based patch management solution that

provides actionable threat intelligence, patch reliability

insight and device risk visibility.
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Key Benefits
= Prioritize remediation based on adversarial risk
with intelligence on known exploits and threat
context for vulnerabilities.

®m  Save time and avoid failed patch deployments
with patch reliability insights from crowdsourced
social sentiment data and anonymized
deployment data.

®m Ensure devices remain in compliance with visibility
into devices nearing SLA with the Compliance
Reporting dashboard.

= Distribute thoroughly tested patches to thousands
of machines in minutes with Autonomous Patch
Configurations.

Ivanti Neurons Patch for Intune

Extend existing Microsoft Intune implementations

to include third-party application updates with a
cloud-native solution that eliminates the need for any
additional infrastructure while also providing threat
and patch intelligence.
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Key Benefits
= Deploy third-party application updates alongside

Microsoft OS and application updates within
Intune as part of your existing application lifecycle
management workflows.

Prioritize remediation based on adversarial risk
with intelligence on known exploits and threat
context for vulnerabilities.

Save time and avoid failed patch deployments
with patch reliability insights from crowdsourced
social sentiment data and anonymized
deployment data.

Streamline patch management processes by
opting to automatically publish third-party
updates into Intune as they become available.



On-Premises Solutions
Ivanti Patch for Configuration Manager

Automate the process of discovering and

deploying your third-party app patches through the
Configuration Manager console with a native plug-in
for Configuration Manager that requires no additional
infrastructure.

Key Benefits
= |mport, manage, sync and deploy all critical patch
information using the familiar workflows and
features of Configuration Manager and Intune.

= Download patch information and distribute
patches for hundreds of applications
automatically, including those most often
attacked.

m Reduce risk by leveraging years of experience
creating and deploying patches and a patching
database that leads the industry in extensive pre-
download testing.

= Verify patch delivery using Configuration Manager
reports and improve visibility with role-based
dashboards.

Ivanti Security Controls

Simplify and automate patch management for physical
and virtual servers in the data center with a solution
that includes discovery, OS and application patch
management, privilege management and whitelisting.
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Key Benefits
m Detect and remediate OS and third-party app
vulnerabilities on systems running Windows, Red
Hat Linux and CentOS.

m Discover, inventory and patch physical servers,
VMs and templates, regardless of power state or if
they are online or off.

® Provide authorized access to applications and
services without making IT manage extensive lists
manually and without constraining users.

= Implement Just Enough Administration and Just-
in-Time Administration to take back admin rights
but still enable users to do what they need to.

Ivanti Patch for Endpoint Manager

Swiftly detect vulnerabilities in Windows, macOS,
Linux and hundreds of third-party apps and deploy
expertly pre-tested patches everywhere you need
them with a patch solution that can be deployed
independently or as an add-on to lvanti Endpoint
Manager.

Key Benefits

= Simplify how you get things done with the ability
to secure and manage from a single console.

m Establish and automate consistent policies for
patching all your assets, even those that are
mobile, remote or asleep.

m Detect and remediate OS and third-party app
vulnerabilities on various systems, to comply with
laws and regulations.

= Eliminate issues that slow user devices, and patch
at the right time, under the right conditions, to
minimize the impact on users.

= Available as a standalone solution or as part of
Ivanti Endpoint Security for Endpoint Manager.

Ivanti Endpoint Security for Endpoint
Manager

Gain the multi-layered security you need with a
tool that combines powerful endpoint security
management — media protection, isolated device
remote control, security diagnostics, flexible
dashboards and reporting, and more — with app
control and automated patch management.

Key Benefits

®  Gain insights about your environment, get help
detecting security incidents and take swift action
automatically — locking down users’ endpoints is
not your only option for defense.

= When you can’t prevent malware attacks, you
can quickly remediate those that do get through,
protecting productivity.

m Collect and export data in all common formats, to
tailor it to the needs of the auditor or compliance
officer.

®m Reduce your attack surface and improve your
security posture quickly — get integrated security
including patch management, application control
and reports all in one management portal.
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About lvanti

Ivanti makes the Everywhere Workplace possible. In
the Everywhere Workplace, employees use myriad
devices to access IT networks, applications and data
to stay productive as they work from anywhere. The
Ivanti automation platform connects the company’s
industry-leading unified endpoint management, zero
trust security and enterprise service management
solutions, providing a single pane of glass for
enterprises to self-heal and self-secure devices, and
self-service end users. More than 40,000 customers,
including 96 of the Fortune 100, have chosen Ivanti to
discover, manage, secure and service their IT assets
from cloud to edge, and deliver excellent end user
experiences for employees, wherever and however
they work. For more information, visit ivanti.com.
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