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Cloud and On-Premises Bundles

Ivanti makes the Everywhere
Workplace possible by
providing robust cloud and
on-premises solutions that find,
heal and protect every device,
everywhere — automatically.
Our solutions enable IT to
discover, manage, secure,

and service their IT estate
proactively to power the digital
employee experience. Ivanti
solutions are available in the
following packages to
optimize your investments

and your outcomes.

ivanti.com/neurons



Cloud Bundles

Product \ Bundle # mm CP-C3 CP-C4 m CP-C6 CP-C7 CP-C8
v v v v v v v

Platform v
Discovery v v v v v v v v
Discover
Workspace v v v v v v
Healing v v v v v v
Endpoint Manager
Manage Neurons for MDM (Ml SUEM) v v
Neurons for MDM Premium (Ml SUEMP) v v
Secure Patch Management v v
Spend Intelligence v v
Service  Neurons for ITAM
Neurons for ITAM & ITSM v v

Hl
ivantl Cloud and On-Premises Bundles | DATASHEET 2



lvanti Neurons for UEM lvanti Neurons for UEM Premium

Cloud Subscription CP-C1 Cloud Subscription CP-C2

Ivanti Neurons for UEM is a cloud-native Ivanti Neurons for UEM Premium includes everything - Mobile app containerization — AppConnect SDK
solution that provides a complete view of all from Ivanti Neurons for UEM bundle plus Secure or app wrapper provides an additional layer of
devices in your IT estate to discover, manage Productivity, Secure Connectivity** and Ivanti Access security for in-house mobile apps or choose from

(Conditional Access on unlimited apps and Ivanti ZSO

and secure all types of devices. ecosystem of AppConnect integrated apps.

on one app). - Derived Credentials — Support two-factor

Capabilities
Capabilities authentication using common access cards (CAC)

m Discover and inventory in real-time all

. ) I . and personal identity verification (PIV).

endpoints connecting to your network to " Includes all capabilities detailed for s Conditional Access

reduce security risks. Ivanti Neurons for UEM

Additi | bilities includ - Trust Engine — Provide adaptive access control via
. . . . | | .

" Manage and secure any endpoint including i0S, tional capabilities include: combined various signals such as user, device,

. . [ Vit .
Android, macOS, Windows, ChromeOS and loT Secure Productivity: app, network, geographic region, and more.
devices and apps across the entire lifecycle — - With per app VPN (lvanti Tunnel), a multi-OS - Partner Device Compliance - Support customers
from onboarding, to provisioning and securing, to VPN solution, organizations can authorize using Azure AD Conditional Access
retirement. specific mobile apps to access corporate

- Passwordless user authentication for one service

= Deliver Al-powered self-healing and self-service resources behind the firewall without requiring - Deliver secure and seamless user experience.
capabilities for endpoints to resolve issues faster any user interaction. , ) ,
) . ) . R * lvanti MTD is an add-on solution.
without user disruption. Secure Connectivity: **Secure Productivity and Secure Connectivity include

- Secure email and personal information Tunnel VPN, AppConnect, Email+, Docs@Work, Web@Work

= Provide robust application management for IT to and Device compliance

deploy applications and manage updates with a management (PIM) app with a cross-platform
Ivanti Email+ for iOS and Android.

single, intuitive tool.

m Deliver real-time IT intelligence across the - Secure web browsing - Web@Work enables

L . secure web browsing by protecting both data-in-
enterprise in seconds or minutes, not days.
o . motion and data-at-rest and ensures quick and
m | everage Digital Employee Experience (DEX)
o . . safe access to business information for users.
capabilities to aggregate device details and score
. . . . - Secure content collaboration - Docs@Work allows
end user experience with devices to improve both
. o users to access, create, edit and share content
IT and end user experience and productivity.
securely from repositories such as SharePoint,

= Foundation for mobile device security via Box, Google Drive and more

integrated mobile threat defense (lvanti MTD).*

a
ivantl Cloud and On-Premises Bundles | DATASHEET



lvanti Neurons for UEM Premium
and Patch Management CP-C3

Combine cloud-native UEM and patch management to
empower your employees to do more while protecting
against cybersecurity risks.

Capabilities

m | everage all that Ivanti Neurons for UEM Premium
offers and protect against cybersecurity risks with
Patch Management.

m Get complete visibility across all endpoints,
including mobile, desktop and loT to improve
security posture.

= Manage and secure any endpoint across the
entire lifecycle - from onboarding, to provisioning
and securing, to retirement.

m  Proactively secure and heal devices with
Al-powered automation to resolve security
issues faster without user disruption.

m Protect against threats that stem from
software vulnerabilities with a risk-based

patch management approach.

Ivanti Neurons for Discovery
Bundle with Platform CP-C4

Ivanti Neurons for Discovery delivers accurate and
actionable asset information in minutes. Discover and
inventory in real-time all your IT assets connecting to
your network. Gain accurate and actionable insights
into all your hardware and software assets, your cloud
and edge environments, and overlying applications

in minutes. Its cloud-based normalization and
reconciliation engine coupled with active and passive
discovery technology helps improve uptime, return on
assets, resolution times, security, and overall asset
performance.

Capabilities

= Close security gaps by instantly detecting
new and unknown devices on your network via
active and passive scanning.

®m  Connect your discovery and inventory database
with other data sources for complete insights
with a 360-degree view of your assets.

= Make sense of your data with comprehensive
out-of-the-box normalization and
reconciliation engine.

= Automatically feed configuration management
and asset management databases for a single
source of truth.

® Realize a quick time to value by automatically
delivering accurate IT asset data in minutes
instead of days.

Ivanti Neurons for Digital Experience
Device Cloud Subscription CP-C5

Ivanti Neurons for Digital Experience augments

IT teams with contextual insights and intelligent
automation to proactively detect and resolve issues
and security vulnerabilities to provide better employee
experiences and business outcomes.

Capabilities
= |Improve visibility with asset discovery and
inventory for accurate and actionable asset
information in minutes.

= Query all edge devices using natural language
processing (NLP) and get real-time intelligence
across the enterprise in seconds.

® Proactively fix issues before they impact
productivity with a squad of automation bots to
proactively detect, diagnose, and auto-remediate
configuration drift, performance, and security
issues, and maintain compliance for endpoints.
- Autonomously self-heal endpoints and edge devices.
- Anticipate security threats and self-secure with

adaptive cybersecurity.

= Improve productivity, security and employee
retention by tracking, measuring and optimizing
your employees’ digital experience.



Ivanti Neurons for Patch Management
Bundle with Platform and Discovery CP-C6

Prioritize and patch vulnerabilities based on active risk
exposure, patch reliability and device compliance with
a cloud-native patch management solution.

Capabilities
® Discover and inventory all IT assets —
because you can't patch what you can't see.

® Evolve to a risk-based approach to patching with
intelligence on known exploits and threat context
for vulnerabilities to protect against the biggest
risks in your environment.

= Save time and avoid failed patch deployments
- plus the downtime they cause — with patch
reliability insights.

= Ensure devices remain in compliance with visibility

into devices nearing SLA.
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Ivanti Neurons for Service Management
Device Cloud Subscription CP-C7

Combine comprehensive service and asset
management capability with hyperautomation to
provide proactive service management, enabling
intelligence-driven resolution of incidents before
they are raised or before they occur. Contextual
insights support optimized resource allocation and,
paired with intelligent automation, can proactively
detect and resolve issues to deliver the best
possible employee experience.

Capabilities

® End-to-end omni-channel service management
capability including help desk, self-service, and
proactive service management to accelerate
resolutions, reduce manual tasks and deliver
contextual, personalized experiences to
employees via their preferred channel.

= Asset management, including hardware and
software asserts plus intelligence to optimize
software asset spend.

m  Asset discovery and inventory for accurate and
actionable asset information, including real-time
querying of edge devices across the enterprise

= Deploy automation bots to proactively detect,
diagnose, and auto-remediate configuration drift,
performance, and security issues, and maintain
compliance for endpoints.

- Autonomously self-heal endpoints and edge devices
- Anticipate security threats and self-secure with

adaptive cybersecurity.

lvanti Neurons for Service Management and
MDM Device Cloud Subscription CP-C8

Combines comprehensive endpoint management
capability with service and asset management and
hyperautomation. Comprehensive service and asset
management capability is paired with hyperautomation
to provide proactive service management, enabling
intelligence-driven resolution of incidents before they
are raised or before they occur. Contextual insights
support optimized resource allocation and, paired
with intelligent automation, can proactively detect
and resolve issues to deliver the best possible
employee experience.

Capabilities

= |ncludes all capabilities for Ivanti Neurons
for Service Management plus the following
MDM capabilities.

= Manage and secure any endpoint including iOS,
Android, macOS, Windows, ChromeQOS and loT
devices and apps across the entire lifecycle -
from onboarding, to provisioning and securing, to
retirement, reducing cost and complexity.

= Quickly and easily onboard devices and
provision them over the air with apps, settings
and security configurations.

= Deliver a delightful, native user experience across
any device and OS while improving productivity.
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On-Premises Bundles

Product \ Bundle # mm CP-P3 | CP-P4

Platform

Discovery

Discover
Workspace

Healing

Endpoint Manager (EPM)
Endpoint Manager Mobile (Ml Core SUEM)
Endpoint Manager Mobile (Ml Core SUEMP)

Manage

Security Suite and Privilege Management
Secure Application Controls and Patch for Server

Patch Management for MEM

Spend Intelligence
Service  Neurons for ITAM

Neurons for ITAM & ITSM

ivanti

Ivanti Unified Endpoint Management
On-Prem Bundle Subscription CP-P1

This basic on-premises bundle combines Ivanti’s
Endpoint Manager with Endpoint Manager Mobile
so that you can discover, manage, and secure all
your devices — from client devices running Windows,
macOS, Linux and Chrome OS, to mobile devices
running iOS and Android, and loT devices as well.

Capabilities
® |ncrease user and IT productivity so that users
and IT staff can focus on mission-critical work.

= Empower IT Administrators to automate
provisioning of devices and software deployments
to free up hours/days spent on manual processes.

m  Fix user issues quickly to free up hours/days spent
on troubleshooting.

m Discover devices and software assets quickly so
that critical security patches may be installed, and
the entire device fleet can be remediated quickly.

= Modern management: Manage and secure
Windows and Mac devices from one console with
easy enrollment (including Windows Autopilot and
Apple Business Manager) and policy management.

= Manage your mobile devices running iOS and
Android from the same console.

= Supports BYOD and keeps users productive

with minimal manual interaction.
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Ivanti Unified Endpoint Management
Premium On-Prem Bundle Subscription CP-P2

This premium on-premises bundle includes everything
that the basic bundle offers plus the additional value of
Ivanti's Endpoint Security. It extends the basic on-prem
package to include additional security solutions such as
Endpoint Security for Endpoint Manager plus Endpoint
Manager Mobile Premium that includes Secure
Productivity, Secure Connectivity** and Ivanti Access
(Conditional Access on unlimited apps and Ivanti ZSO
on one app).

Capabilities

Gain insights about your environment, get help
detecting security incidents and take swift action
automatically — locking down users’ endpoints is
not your only option for defense.

When you can’t prevent malware attacks, you

can quickly remediate those that do get through,
protecting productivity.

Collect and export data in all common formats,

to tailor it to the needs of the auditor or compliance
officer.

Reduce your attack surface and improve your
security posture quickly — get integrated security
including patch management, application control
and reports all in one management portal.

Enables provisioning of iOS, macOS, Android and
Win11 devices over the air in a single console. Also
supports devices such as Zebra, Oculus and more.
Supports BYOD and keeps users productive with
minimal manual interaction.
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lvanti Unified Endpoint Manager
with Security On-Prem Device CP-P3

This bundle offers everything that the Premium bundle
offers plus Ivanti's Security Controls and Application
Controls solutions, so that your organization can
simplify and automate patch management for physical
and virtual servers in the data center as well as control
applications and user privileges efficiently across your
desktop and server environments.

Capabilities

= Deliver the apps users need, when and where
they need them, for a great user experience while
keeping endpoints safe.

= Create flexible, preventive policies to help ensure
only known and trusted applications can execute
on a system.

= Simplify allowed and denied lists. Allow only apps
introduced by trusted admins to execute.

= Manage which users have permission to run
named applications and for how long.

= Enable automated requests for emergency
privilege escalation or application access via
integrated IT helpdesk system.

= Simplify and automate patch management for all
your servers.

= Unified and automated prevention, detection, and
response techniques for your server environment.

m Server patching with agentless capability,
integration with VMware vSphere, and
customization that can simplify server patch
management in the data center.

® Provide authorized access to applications and
services without making IT manage extensive lists
manually and without constraining users.

Ivanti Microsoft Endpoint Manager
Security On-Prem Device CP-P4

This special bundle combines Endpoint Manager
Mobile Premium (includes Secure Productivity,
Secure Connectivity** and Ivanti Access) with Patch
for Microsoft Endpoint Manager, Application Controls,
and Security Controls to discover, manage, and
secure your mobile and server fleet.

Capabilities

= Deliver the apps users need, when and where
they need them, for a great user experience
while keeping endpoints safe.

m Server patching with agentless capability, integration
with VMware vSphere, and customization that can
simplify server patch management in the data center.

= Control applications and user privileges across your
desktop and server environments.

®m Enables provisioning of iOS, macOS, Android and
Win11 devices over the air in a single console. Also
supports devices such as Zebra, Oculus and more.

= Supports BYOD and keeps users productive
with minimal manual interaction.

® Patch third-party apps from MECM and Intune

with no additional infrastructure required.

**Secure Productivity and Secure Connectivity include Tunnel
VPN, AppConnect, Email+, Docs@Work, Web@Work and Device
compliance.
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About lvanti

Ivanti makes the Everywhere Workplace possible. In
the Everywhere Workplace, employees use myriad
devices to access IT networks, applications and data
to stay productive as they work from anywhere. The
Ivanti automation platform connects the company’s
industry-leading unified endpoint management, zero
trust security and enterprise service management
solutions, providing a single pane of glass for
enterprises to self-heal and self-secure devices, and
self-service end users. More than 40,000 customers,
including 96 of the Fortune 100, have chosen Ivanti to
discover, manage, secure and service their IT assets
from cloud to edge, and deliver excellent end user
experiences for employees, wherever and however
they work. For more information, visit ivanti.com
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