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ACSC Essential Eight Solution Bundles

Ilvanti Value Drivers

Rt
b - ~ -
Ivanti solutions are designed to help customers 5. - - w
reduce cyber risks by mitigating the highest risks .r r‘ " ——
. . in their environment first. The goal is to reduce the - o P
As the cyber threat landscape intensifies and the ) ¢ Sean
. ) . o attack surface to make sure all hygiene efforts have a ety S -
risks continue to increase many organisations L ) o tegn — - P
) ) ) . positive impact and move the needle on compliance. s UYmm
are looking to align with cybersecurity Y e A
frameworks to increase their security defences Reduce Costs - S -
and cyber maturity. Fast time to value through quick deployments helps | o
gnqg ploy p Y M .5
- | “ e g

to reduce initial costs and through automation and
integration, a reduction in ongoing costs to manage
the Total Cost of Ownership.

Ivanti has helped government, financial,
healthcare, education and utilities organisations
gain compliance with the ACSC Essential Eight

for over 10 years in Australia. Optimise Employee Experience & Productivity
While securing devices is the objective, maintaining
productivity and ensuring no negative impact to the
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Ivanti has now developed two Solution Bundles

to further simplify achieving compliance at a ) ) . ) )

. employee experience is essential. lvanti solutions are

chosen level of maturity. o )
focused on a seamless digital employee experience

that keeps users safe and productive.

www.ivanti.com.au/acsc



Professional Bundle

The Professional Bundle delivers outcomes to help
organisations improve their maturity in line with four of
the ACSC Essential Eight controls.

e Application Control

e Restrict Administrative Privileges
e Patch Applications

e User Application Hardening

Application Control & Privilege Management are

delivered using a dynamic policy engine that allows
administrators to quickly deploy context aware
policies to their devices.

Exemption policies are easy to initiate to keep users
productive with optional integration directly to your
Ivanti Neurons ITSM or alternative ITSM solution.

The Professional Bundle is designed for customers
using Microsoft Intune to deploy their operating
systems patch updates.

Ivanti helps automate patching of applications through

direct integration to Intune. The simple wizard driven
Saa$ solution allows for routine patching of common
applications with little to no effort.
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Premium Bundle

The Premium bundle introduces two additional
capabilities to the Professional Bundle.

Active or passive network scanning with
connectors to 3rd party systems creates a
real-time inventory of assets. This visibility allows

customers to understand the threat landscape that
must be secured.

To extend capabilities further, standalone
risk-based Saa$S patching for the OS and applications

is added rather than the basic Intune integrated

solution.

The Premium Bundle caters for the following Essential
Eight Controls:

e Application Control

¢ Restrict Administrative Privileges
e Patch Operating Systems

e Patch Applications

e User Application Hardening

Customers can import scan results from their
vulnerability scanners to automate the process of
converting lists of vulnerabilities to patch names.

This delivers a large reduction in manual and mundane
tasks, reducing time to patch and associated costs.

Threat intelligence feeds allow administrators to easily
see the risk rating of a vulnerability. Ensuring the
highest risks are remediated first.

This provides maximum attack surface reduction and
alignment with ACSC maturity controls which state
exploited exposure remediation must be complete
within 48 hours.

The Premium Bundle allows administrators granularity,
flexibility and automation capabilities to ensure
maximum risk reduction, compliance, and low
management costs.

“We have cut overhead
and staff time as
a result of lvanti’s
automated patch
updates, and the
interactive dashboard
makes the entire
program easier to
manage. lvanti, in all
aspects, has exceeded
our expectations.”

Department of Transport Victoria
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https://www.ivanti.com/en-au/products/application-control
https://www.ivanti.com/en-au/products/ivanti-neurons-patch-for-intune
https://help.ivanti.com/ht/help/en_US/CLOUD/vNow/connectors.htm
https://www.ivanti.com/en-au/products/ivanti-neurons-discovery
https://www.ivanti.com/en-au/products/ivanti-neurons-for-patch-management

Outcomes Matter Most

To aid successful implementation and fast time to
value two operational assistance services
are available:

* Self-paced online education — enabling you to get
the key skills need to operate the technology, or,

» Consulting services to deploy to pilot — experienced
consultants engaged to configure the solutions to
optimise outcomes
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About lvanti

Ivanti elevates and secures Everywhere Work so
that people and organizations can thrive. We make

technology work for people, not the other way around.

Today’s employees use a wide range of corporate and
personal devices to access IT applications and data
over multiple networks to stay productive, wherever
and however they work. Ivanti is the only technology
company that finds, manages and protects every IT
asset and endpoint in an organization. Over 40,000
customers, including 88 of the Fortune 100, have
chosen lvanti to help them deliver an excellent digital
employee experience and improve IT and security
team productivity and efficiency. At Ivanti, we strive
to create an environment where all perspectives are
heard, respected and valued and are committed to a
more sustainable future for our customers, partners,
employees and the planet. For more information,
visit ivanti.com.au

For more information request a demo at
www.ivanti.com.au/acsc or contact one of

our partners.
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For more information, or to contact Ivanti,
please visit ivanti.com.au.
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