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lvanti’'s Capabilities to Support the Mission
of the Department of Defense (DoD)

Executive Summary

Ivanti is committed to supporting the mission of the
Department of Defense (DoD) by providing innovative
solutions that enhance the digital presence and operational
capabilities of U.S. warfighters. Our solutions are designed to
securely support on-premises, disconnected and air-gapped
environments, and lvanti is committed to providing a DoD
Impact Level 5 cloud environment. Today, lvanti’'s solutions are
deployed in programs across every branch of the DoD. lvanti is
at the vanguard of supporting mobility, discovery, asset, and
patch management, and ensuring interoperability with other
solutions on the DoD network and with our trusted allies. Ivanti
is also a leader in Secure by Design software, emphasizing
security and trust in all our offerings.
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lvanti’s differentiators

Ivanti’s solutions offer several key differentiators that
make us uniquely positioned to support the DoD’s
mission.

m  Secure support for disconnected and air-gapped
solutions. lvanti provides robust solutions for
environments where connectivity is limited or non-
existent, ensuring that critical communications
and operations can continue without interruption.
Ivanti solutions are modernized, intuitive, and
comprehensive, allowing DoD workers and VIPs
to utilize secure mobile solutions including email,
apps and secure lvanti Assured ldentity.

m  Supporting any user from anywhere. Ivanti
enables many DoD use cases, including
knowledge workers, VIPs, frontline workers,
kiosks, and tactical warfighters. Certificate-based
workflows and SSO are differentiators, and with
Ivanti’s PIV-D solution DoD workers can log in to
any CAC-enabled service on mobile devices from
anywhere.

= Support for 5G. Our solutions are designed
to leverage the capabilities of 5G technology,
providing faster and more reliable communication
for U.S. warfighters.

m |T service management (ITSM). Ivanti's ITSM
solutions streamline and automate IT processes,
improving efficiency and reducing downtime.
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m  Attack surface management. We offer
comprehensive attack surface management
solutions that provide real-time visibility and
control over potential vulnerabilities.

= Vulnerability management. lvanti enables
frictionless integration with mobile threat defense
(MTD) to protect against device, network, and
application vulnerabilities, and lvanti’s risk-based
vulnerability management solutions prioritize and
remediate vulnerabilities on connected devices,
reducing the risk of cyber threats.

® |T asset discovery and management. Our solutions
provide complete visibility and control over IT
assets, ensuring that all assets are accounted for
and properly managed.

= |nteroperability. Ivanti’'s solutions are designed to
be interoperable with other solutions on the DoD
network and with trusted allies, ensuring seamless
integration and collaboration.

Vision for modernizing and
mobilizing U.S. warfighters

Ivanti’s vision for modernizing and mobilizing U.S.
warfighters is centered around providing secure,
scalable and innovative solutions that enhance
operational capabilities and support the dynamic
requirements of modern warfare. Our approach
includes:

= Agile and scalable infrastructure. Ivanti's solutions
are designed to be agile and scalable, capable
of adapting to changing mission demands and
leveraging the latest technologies.

= Qutcome-focused approach. We prioritize
delivering solutions that are aligned with user
needs and that contribute to overall mission
success.

m Secure by design. lvanti emphasizes security
in all aspects of our solutions, from network
infrastructure to applications and data, ensuring
that U.S. warfighters can operate with confidence
in any environment.

Support for DISA’s DoD Mobility
Unclassified Capability (DMUC)

Ivanti supports DISA's DoD Mobility Unclassified
Capability (DMUC) by providing secure and compliant
solutions that meet the stringent requirements

of these programs. In addition to our current
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government-approved offering, we will be offering
an optional IL5 cloud capability, ensuring secure and
efficient mobile enterprise operations. This includes
support for APS, PIV and other specific requirements.

Support for ATAK (Android Team
Awareness Kit)

Ivanti supports the Android Team Awareness Kit
(ATAK) by providing secure and reliable solutions

that enhance situational awareness and operational
effectiveness for U.S. warfighters. Our solutions
ensure that ATAK can be used effectively in various
operational environments, providing real-time data and
communication capabilities.

Pilot program for securely patching
and prioritizing risk-based
vulnerabilities

Ivanti is actively involved in a pilot program aimed
at securely patching and prioritizing risk-based
vulnerabilities. This program focuses on:

m  Risk-based vulnerability management. Ivanti’s
solutions prioritize vulnerabilities based on
risk, ensuring that the most critical issues are
addressed first to minimize potential threats.

= Automated patching. Our solutions automate the
patching process, reducing the time and effort
required to maintain a secure environment.
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Collaboration with trusted allies

Ivanti is committed to collaborating with trusted allies
to enhance the capabilities of U.S. warfighters. Our
solutions are designed to be interoperable with the
systems and standards of allied forces, ensuring
seamless communication and coordination. We
actively engage with industry partners to develop and
implement innovative, standards-based solutions that
address the unique challenges faced by the DoD and
its allies.

Commitment to FedRAMP High and
Impact Level 5 Certification

Ivanti has a published commitment to move to
FedRAMP High and Impact Level 5 certified platforms,
ensuring that our solutions meet the highest standards
of security and compliance required by the DoD.

Conclusion

Ivanti is dedicated to supporting the mission of

the Department of Defense by providing secure,
innovative, and interoperable solutions that enhance
the capabilities of U.S. warfighters. Our commitment
to security, trust and collaboration ensures that we
are well-positioned to support the DoD’s vision for
modernizing and mobilizing its forces.
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For more information,or to contact Ivanti,
please visit ivanti.com.


http://www.ivanti.com

