
Affected products CVE 
count Impact Vendor 

severity
Ivanti 
priority Threat risk Exploits Disclosures

MS24-04-MRNET .NET Framework 
3.5 - 4.8.1 1 Remote Code 

Execution Important 2

MS24-04-O365
Microsoft 365  
Apps and LTSC  
for Mac 2021

1 Remote Code 
Execution Important 2

MS24-04-SONET .NET Framework 
3.5 - 4.8.1 1 Remote Code 

Execution Important 2

MS24-04-SPT
Sharepoint Server 
2016, 2019, and 
Subsciption Edition

1 Spoofing Important 2

MS24-04-SQL

SQL Server 2019 
CU25 and SQL Server 
2022 CU 12 (also GDR 
versions of both)

38 Remote Code 
Execution Important 2

MS24-04-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

91 Remote Code 
Execution Important 1 CVE-2024-26234 CVE-2024-26234

MS24-04-W11 Windows 11  
and Edge Chromium 69 Remote Code 

Execution Important 1 CVE-2024-26234 CVE-2024-26234

Microsoft resolved 150 new CVEs for  
April Patch Tuesday! This may sound like a 
downpour, but only three are rated Critical  
and one is a Zero-day (CVE-2024-26234). 
The zero-day makes the OS update your highest 
priority this month, but a couple of things to 
watch for is the SQL Server update of 38 CVEs 
and the 9 Azure CVEs. These are the areas that 
will likely take a little more research, testing, 
and planning to rollout. Adobe also released 9 
updates, but all were rated as Priority 3. Google 
Chrome is expected later in the evening to round 
out the Patch Tuesday lineup. 
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