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APSB24-57 Acrobat and Reader 12 Remote Code 
Execution Critical 1
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MS24-08-O365
Microsoft 365 Apps, 
Office 2019, and 
Office LTSC 2021

6 Remote Code 
Execution Important 2 CVE-2024-38189

MS24-08-OFF

Office 2016 Plus, 
Outlook 2016, 
Powerpoint 2016, 
Project 2016, Office 
LTSC for Mac 2021

6 Remote Code 
Execution Important 2 CVE-2024-38189

MS24-08-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

63 Remote Code 
Execution Critical 1

CVE-2024-38106, 
CVE-2024-38107, 
CVE-2024-38178, 
CVE-2024-38193, 
CVE-2024-38213

CVE-2024-21302, 
CVE-2024-38199

MS24-08-W11 Windows 11 and  
Edge Chromium 55 Remote Code 

Execution Critical 1

CVE-2024-38106, 
CVE-2024-38107, 
CVE-2024-38178, 
CVE-2024-38193, 
CVE-2024-38213

CVE-2024-21302, 
CVE-2024-38199

The Patch Tuesday releases for August 2024 
bring the typical lineup from Microsoft, an  
Adobe Acrobat and Reader update, and an 
anticipated update for Google Chrome. Ivanti 
has some additional security updates to add 
into the mix this month. 
 
The most urgent updates this month are for  
the OS and Office from Microsoft, which 
resolve six exploited CVEs.
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