
Microsoft 
Bulletins Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

MS23-12-OFF Office LTSC 2021 for 
Mac, and Office 2016 3 Spoofing Important 2 CVE-2023-35619 for 

Spoofing is Mac-only

MS23-12-O365
Microsoft 365 Apps, 
Office 2019, and 
Office LTSC 2021

2 Information 
Disclosure Important 2

MS23-12-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

22 Remote Code 
Execution Crticial 1 Publicly Disclosed: 

CVE-2023-20588

MS23-12-W11 Windows 11 and  
Edge Chromium 18 Remote Code 

Execution Crticial 1 Publicly Disclosed: 
CVE-2023-20588

December 12, 2023

Prepare yourself for some Holiday Cheer because 
we have a fairly lite lineup of updates to cover this 
month. Microsoft released fixes for 34 new CVEs 
including 4 which are Critical. Apple released their 
updates for iPad, iOS, and macOS on December 11 
and Google Chrome is likely releasing an update on 
Wednesday December 13. The most urgent CVEs 
all seem to be in the OS and browsers this month 
so primary focus is to prioritize the OS and browser 
updates. Happy Holidays and we will see you again 
in January 2024!  

For more information visit:  
ivanti.com/patch-tuesday
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