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MS24-07-MRNET .NET Framework 2.0 
SP2 - 4.8.1 1 Elevation of 

Privilege Important 2 CVE-2024-35264

MS24-07-O365
Microsoft 365 Apps, 
Office 2019, and 
Office LTSC 2021

2 Remote Code 
Execution Important 2

MS24-07-OFF Office 2016 and 
Office Outlook 2016 2 Remote Code 

Execution Important 2

MS24-07-SONET .NET Framework 2.0 
SP2 - 4.8.1 1 Elevation of 

Privilege Important 2

MS24-07-SPT Sharepoint Server 
2016- 2019 4 Remote Code 

Execution Critical 1

MS24-07-SQL SQL Server  
2016 - 2022 38 Remote Code 

Execution Important 2

MS24-07-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

85 Remote Code 
Execution Critical 1 CVE-2024-38080, 

CVE-2024-38112

MS24-07-W11 Windows 11 and  
Edge Chromium 74 Remote Code 

Execution Critical 1 CVE-2024-38080, 
CVE-2024-38112 CVE-2024-37985
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MFSA-2024-29 Firefox 128 16 Remote Code 
Execution Important 2

MFSA-2024-30 Firefox ESR 115.13 5 Remote Code 
Execution Moderate 2

Microsoft has resolved 142 unique CVEs this 
month including two zero-day vulnerabilities 
(CVE-2024-38112 and CVE-2024-38080) and 
two publicly disclosed vulnerabilities (CVE-2024-
37985 and CVE-2024-35264). 
  
The two zero-days and one of the public 
disclosures are in the Windows OS making 
that your top priority this month. Last, but  
not least, don’t forget your browsers. Mozilla 
Firefox, Google Chrome and Edge will all  
need updates.

Patch Tuesday Jul 2024

Microsoft
3 
Critical

5 
Important

8 
Bulletins

0 
Critical

1 
Important

2 
Bulletins


