
Microsoft 
Bulletins Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

MS23-06-EXCH Microsoft Exchange 
Server 2016 - 2019 2 Remote Code 

Execution Important 2

MS23-06-MR8 Server 2012 and IE 20 Remote Code 
Execution Critical 1

MS23-06-MR81 Server 2012 R2 
and IE 23 Remote Code 

Execution Critical 1

MS23-06-MRNET .NET Framework 
2.0-4.8.1 5 Remote Code 

Execution Critical 1

MS23-06-OFF

Excel 2013 & 2016, 
Outlook 2103 & 2016, 
Office Online Server, 
Office 2019 & LTSC 
2021 for Mac, and 
Microsoft OneNote 
for Universal

5 Remote Code 
Execution Important 2

MS23-06-O365
Microsoft 365 Apps, 
Office 2019, and 
Office LTSC 2021

5 Remote Code 
Execution Important 2

MS23-06-SO8 Server 2012 20 Remote Code 
Execution Critical 1

MS23-06-SO81 Server 2012 R2 23 Remote Code 
Execution Critical 1

MS23-06-SONET .NET Framework 
2.0-4.8.1 5 Remote Code 

Execution Critical 1

MS23-06-SPT Sharepoint Server 
2013 - 2019 5 Remote Code 

Execution Critical 1

MS23-06-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

36 Remote Code 
Execution Critical 1

MS23-06-W11 Windows 11 and Edge 
Chromium 32 Remote Code 

Execution Critical 1

Google 
Bulletin Affected products CVE 
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severity
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priority Threat risk Disclosures 

& Exploits

Chrome-230613 Chrome 
114.0.5735.133/134 5 Remote Code 

Execution Critical 1

Patch Tuesday
June 13, 2023

We are at the half-way point for Patch Tuesday 
releases in 2023. This month Microsoft has 
resolved 78 new CVEs and has made updates 
to seven previously released CVEs for a total of 
85 CVEs in this month’s update. Six CVEs are 
rated as Critical. Two of the previously released 
CVEs have been confirmed to be exploited, but 
no new CVEs are exploited or disclosed. Google 
has released a Chrome update resolving five 
CVEs including one Critical CVE. While the overall 
release this month is not severe from a security 
perspective the updates apply to a broad set of 
Microsoft products including .Net Framework and 
Exchange Server. This month’s update will have 
a lot more operational focus for organizations 
as Microsoft has advanced changes in Kerberos 
and Netlogon to address vulnerabilities originally 
discovered in 2022. 

For more information visit:  
ivanti.com/patch-tuesday 
 

Microsoft

9 
Critical

3 
Important

12 
Bulletins

1 
Critical

0 
Important

1 
Bulletins

Google


