
Adobe 
Bulletin Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

APSB23-54 Acrobat and Reader 17 Remote Code 
Execution Critical 1

Google 
Bulletin Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

CHROME-231114 Google Chrome 2 Remote Code 
Execution Critical 1

Microsoft 
Bulletins Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

MS23-11-EXCH Microsoft Exchange 
Server 2016 - 2019 4 Remote Code 

Execution Important 2

MS23-11-MRNET .NET Framework 2.0 
SP2 - 4.8.1 2 Security 

Feature Bypass Important 2

MS23-11-OFF
Excel 2016, Office 
LTSC 2021 for Mac, 
and Office 2016

4 Remote Code 
Execution Important 2 Publicly Disclosed: 

CVE-2023-36413

MS23-11-O365
Microsoft 365 Apps, 
Office 2019, and 
Office LTSC 2021

4 Remote Code 
Execution Important 2 Publicly Disclosed: 

CVE-2023-36413

MS23-11-SONET .NET Framework 2.0 
SP2 - 4.8.1 2 Security 

Feature Bypass Important 2

MS23-11-SPT Sharepoint Server 
2016- 2019 1 Remote Code 

Execution Important 2

MS23-11-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

31 Remote Code 
Execution Critical 1

Known Exploited: 
CVE-2023-36025, 
CVE-2023-36036 

 
Known Exploited and 
Publicly Disclosed: 
CVE-2023-36033 

 
Re-issued:  

CVE-2023-38039, 
CVE-2023-38545 
(curl updates)

MS23-11-W11 Windows 11 and  
Edge Chromium 30 Remote Code 

Execution Critical 1

Known Exploited: 
CVE-2023-36025, 
CVE-2023-36036 

 
Known Exploited and 
Publicly Disclosed: 
CVE-2023-36033 

 
Re-issued:  

CVE-2023-38039, 
CVE-2023-38545 
(curl updates)

Patch Tuesday
November 14, 2023

November 2023 Patch Tuesday has arrived and 
has a lower overall CVE count than previous 
months, but includes some urgent fixes that 
organizations will want to take note of. This 
month is also the first patch cycle for Server 2012 
and 2012 R2 extended support (ESU). On the 
third-party side Adobe released a major  
update for Acrobat and Reader, and Google 
dropped a late security update for the Chrome 
Stable Channel. 

For more information visit:  
ivanti.com/patch-tuesday 
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