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APSB24-70 Acrobat and Reader 2 Remote Code 
Execution Critical 1
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MS24-09-OFF

Excel 2016, Publisher 
2016, Office Online 
Server, and Office 
LTSC for Mac 2021

3 Security Feature 
Bypass Important 2 CVE-2024-38226

MS24-09-O365
Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021

3 Remote Code 
Execution Important 2 CVE-2024-38226

MS24-09-SPT
Sharepoint Server 
2016, 2019, and 
Subsciption Edition

5 Remote Code 
Execution Crtiical 1

MS24-09-SQL SQL Server  
2016-2022 13 Remote Code 

Execution Important 2

MS24-09-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

45 Remote Code 
Execution Crtiical 1

CVE-2024-38217 
CVE-2024-38014 
CVE-2024-43491

CVE-2024-38217

MS24-09-W11 Windows 11 and  
Edge Chromium 31 Remote Code 

Execution Crtiical 1 CVE-2024-38217 
CVE-2024-38014 CVE-2024-38217

September 2024 Patch Tuesday is here and 
brings updates from Microsoft, Adobe, and 
Ivanti. Microsoft has released updates for the 
Windows OS, Office, Sharepoint, SQL Server, 
and several Azure services and components. 
Adobe released updates for several products 
including Adobe Acrobat and Reader. Ivanti 
has also released updates for three products.

Out of these releases the highest priorities this 
month are going to be to address Zero-day 
vulnerabilities in the Windows OS and Office.
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